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Abstract:  As one of the typical equipment of cyber-physical systems (CPS), UAVs are easy to use, have low require-
ments for the working environment and strong flexibility, and have been widely used in agriculture, industry, military and
other fields. Among them, the flight control system is the core basic service of UAV, which ensures the effective implemen-
tation of UAV telemetry perception, communication coverage, surveying, mapping and disaster relief applications. Howev-
er, the changeable physical environment and complex functional structure make it easy to introduce various software securi-
ty problems in the development process of the UAV flight control system, resulting in serious problems such as hijacking,
crashing, and loss of control of the UAV. How to detect the security of the UAV flight control software system has become
very important. Most of the existing UAV anomaly detection technologies rely on the input of digital world construction,
and it is difficult to find the problem of UAV logic security in time, so this paper proposes a security detection method for
UAV flight control software that supports physical interaction, combines static and dynamic analysis methods, and com-
bines fuzzing testing methods to test the security of UAV flight control software, the results show that the method can detect
the safety of UAV flight control tasks with a high coverage rate of 97%, and extract UAV feature data according to the test
resultsBased on the feature data, the machine learning method is used to train a double anomaly detection model, and by
comparing with the existing detection methods on multiple datasets, the proposed method finds the abnormal condition of
the UAV with an accuracy rate of 97.5%, and effectively detects the known safety problems in the UAV flight control soft-

ware system.
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RGP BT B AR (H T AR T R R M R R S 4L
73 [a], 3% B 55 W ] BB G 1A 7 15 U A AT BRI AT IR I 2
RS A, BN — B SR b 2250
Rkt B 2 WM B AR S kAT R e e . 2R
ICSEARCHER (1) 8 2% 5 W B2 A7 %5 )8 213X Fh 2 4 19 32
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AR BATE 2008 AR Y .

(2) ECOD (Empirical-Cumulative-distribution-based

mode
land

mode
althold

mode
guided

mode
RTL

mode
circle

mode
loiter

Outlier Detection). ECOD 53 T —Fft Jg Wi B3 ¥ UK
W7 R 256 RFU A pREL

(3)ROD (Rolation-based Outlier Detection). — Fli J&
TR 1) R R 5 s

TEABIEFE R A i BE 2 T, &R 5 2k i A6 T 50CR

B33 SRR RS OA i) Oavis BICSEARCHER
F8  HHALT X

AT RR TG ON X Rl 2 A B IRTEANR E IC E
JIT LA 53 A6 T0 v i

Zo3XF LSS, W DL A IR ST AR 0 Tk AR
1Y CATAT: 55 1 AR b X T AALIRARAS AR ia 17 I 364 T
RS T
5.2 BREGNEETENERELIRER

R T VAR R R ASBIFSE i FH T RS 56°% (Preci-
sion) . & [A] 3% (Recall) 4 M F\-score LS T8 R . BB
X FRAR Z BT SE T AUTR 443 AR S 4L True Posi-
tive (TP) | False Negative (FN) . False Positive (FP) | True
Negative(TN ).

BT ANSH PN AR RO AT 5d i 1340

Precision AR T hy R4 A o AR I o, 303000 1E
By e A A

.. TP
Precision=

TP +FP (15)

Recall Sy 5880 TN Sy R 1) 107 P B B3k A LS
o RAE R R AR P . HAH A O
TP

Recall = m ( 16)
F -score Zi45 T Precision il Recall [ 7= Hi 45 L |, /&
— NEONZEA IR . H A AU
2 x Precision x Recall
Fy-score= Precision + Recall (17

S VE A 5T T 2 L A S R U S 1 A
ARG EE T Ardupilot 7F gazebo Ml F I:iE47 T 110K
AT, AL 80 YRR i A S I RAT (20 Ui A S
Y RAT AN 10 YR 22 A FL0 7 A 1 kAT A . sk |
AT AR TP e ANUIRS S A B , 645 2] 5 0004~
AR B A2 0L, IO i 3 000 4% 1E H $i 1F
YIZRAE . 1000 Z5 1E 5 ZH A1 1 000 45 5 5 Ha 18 ik
AR, 10 U A KLU Y AT S R P T X S A 0 A 1 s
FA0FE . okt LEASBIFTE 4 Y 0 S i Rl Bk, e 1 B
A W et 5w RIS A R B T 2, o4

(1)IsolationForest. IsolationForest U #% & & IK 57 7k
PRI | e — T 28 B 1 S b A 5 iy g o DR 14 )

N7 iR .

F71 EBHHEETHRERUNR L %
SR v bt H % F -score
PRSL AR 93.3 92.7 93.0
ECOD 97.0 91.7 94.3
ROD 93.3 92.7 93.0
PR 45 (A W B 4325) 74.5 73.4 73.9
ARFE 97.5 923 94.8

TE AT BRI ST R B LR, ASBF 58 BT 42 1 Y
T WUZ S R DN £ S R DO SR S B T R B 2K
A AL AR AR B T RER, 19 5 ELAG TN (ROD) 7
LRI 22, O Tk o7~ B JC AHUIRZS A A [ 22 i
Z A S . ECOD Bk A I 1 22 56 AR A bR
B, AR B 2 o] S AR BRI 1O A S R RO A
HT, 2= S 20 o5 IEH AT 0 5 W B A OR B B, A
IR P Y T 00/ 5 A I ) S5 A 0 5832, e e o
CA S HU Y g, BE— B4R T T RIE A R[]
I, 557 W o SR L, /D A S5 DUt X LA X 25 Ao
SO T o D A MR OSSO . ARSI
P& 107 AR Z M D7 1 AR B T i F-score,
ST BAERZEATERE .

R BE— 5 3 At 75 1k R S ARG AR R A A 5K
P ARBEFEREAT T IH B SE R AL , SEER 45 R 435 8 i
N, He M M AR AU FHAS IR S B4 1 7 58 vh ) B =
FRRL, M+ M fFCRAAIT ST B4 Hh 5%

®8 EAHHEETHHEMIE AL %
Jrik it PR F-score
M, 99.3 23.6 38.0
M, 97.4 91.3 94.3
M, +M, 97.5 92.3 94.8

S L ME LS8 4 S A Y S I OO, M AR
14 4[] AARAE, A REXS AR DL U375 5 1) S kA 73R
Jo0 T 5 a5 v Y A5 S LU A AN [ B R 3R
PP A oA B 22 e (BN Bk % s B2 5 10 B AN TR
[Fi) B, S5 MDA JHG 12 B 5 I AT B TE AR T 00 . 24
SUf P M A TR I I P S5 G 00 ) i L Ay~ 4 114
S H R AR R JHCAG: I 8 55 G e B A S AR T v
FHAL . e e M+ M, AHE T M, SE BT 8T 5 1 44 ol 52, M,
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RREAY 1) B JINHG 5T 0 C A S i IO A8 ) R RE 7, (A
RUR] DL S 3 55 1B AH T 09 & 0 S 452 =, 49 2 i
R MRS £ 78 SN B S 10
5.3 ETHRZEINEANTCERERERERNT
ERGHER

(DX R APM# 17970 R

AT RTLAE R HEA TR, S 0 DA A A I —
AN RATHE S AFAE R, A5 F H K3 RTL & BLE 5 )
N EAFEmFS , JF B A T ICAMUNE. ATIE55 N
AT S5 — B i —RC1FIBME A 1 400—H#EARTL
B Q9 PR <32 RATAE 55 6 0z Ay B 0 i B A2 oy
<descent_run—"!copter.failsafe.radio—!g.land_repositioning>{H
BB R KBRS, AT RS IR A — ST B AT 55,
ARG BT BEAR R IR |, 4%l <takeoff—mode_land_
gps_run—ap.land_complete—g.land_repositioning—!is_zero
(target_roll)—mode_rtl_init—mode_rtl_run—climb_start—
climb_return_run—return_start—/loiterathome_start—loit -
erathome_run—descent_run (£ ) —lcopter.failsafe.radio—

g.land_repositioning—!is_zero(target_roll )—land_run>.

20 o

g.land_reposifioning=1
RC1 51400

e AHUHBTE 5 & /m

takeoff land

9 APM#17970 Ji i AG K AT 1 FEAR 0L &)

RS HENEWG, 6Ty T HERHR,
SEBRRAT I AR 5 A BE MK B AR AN R] . Ry ke
1t e A TR 4R AT B0 TR R X T A AR B Y AR
i, AR A AT R AR , 2303 2 SR kAR, — it
THEFIG, — R AT E BV . g.land_reposi-
tioning BRINHA 0, I IR SEBR RATAE 55, A5 T
ARAEMIR descent_run Hij X} AF &5 g.land_repositioning #E1 T
FHPIIARIL. FEARR S T, BB X g land _repo-
sitioning AT HEU, Z )G RTLE T g.land_reposition-
ing AR 1, FERX AP LR, rol FFZEAN R 0 3 TE AL
R, a0 SR PRSI AR g.land_repositioning &
O TE O, PRAT RS I 4 Bl L B roll BUAEAN N O, B4
R A 21 TC AL PR roll {H 82 . O3 — %)
g.land_repositioning H H ¥] 17 1k 1Y RATAE S5 A7), &
(%38 TN

25 ERTR AR B TE AL REE A RG24

5325 AT AT IR I APM#17970 B E ARG, B RTL AR X
o g.land_repositioning ) BG4k, 5207 RTL
BEAHT AT 5 )5, U4 B RTL AL S 25 1R fil roll
i1 8K piteh £ 1 i FLIF AR S8R IE 000 0T 5 3508 AL
Teik B R AL E AT ] e S 20 #

(2) XU APM#17709 f 6

ABIF 50 Loiter A HEAT RGN, S A 00 A5 7R A )
—NRATE S AFAE I, & B/ K e 45 |
— BRI . AT RS O o —RTL AR —
loiter B2, AL L QT 10 I

AT AR 55 X6 0 1y B e I I 42 O <mode_loi-
ter_init-mode_loiter_run—"!copter.failsafe.radio-Loiter_Flying> ,
A2 il A i M B A, AT AT 95 1 A 4G — LE i AT
55, il b A BRI R AT B AR BR B % AR R <takeoff—
mode_rtl_init-mode_rtl_run—climb_start—climb_return_run—
mode_loiter_init—mode_loiter_run— ! copter. failsafe. radio—
Loiter_Flying>.

20
T

A /(km-h!)

0

takeoff RTL Loiter

B 10 APM#17709 Jiili Kl & AT o FEABEAUL P

RYSFHEWE, 456 HEEE , RIETE U85
Loiter #5220 — W ] A& 2B T3R8 , AR BOA  H.
FEM G E BRSO 2 A B AR A TR TR M 5
R & HEAE Loiter BT, BT LA 46X Loiter 158 20
A AT AT, MU I T2 56 rh 52 PRIUAT B AL, X A2
PAT I FE P IR S T A 7E Loiter_Flying 73 % N A7
X T RE AT I8 19 1Y) PR

MRS 3 Ty T T i L T R R
E LT TRE AT 1 i pR Bz

(3)%F He 5256

VAT A ST T B H 822 ARG I 7 1k Y A RO
AWFFERT S 31 A5 2 6 ML B RATAE 55 i A7 05
FLPREE T AT T S ARG A I 2 75 7 A S

XS LEAS I FE A 0 S A T kL i T LA
14 SE R S A I T AR S Bk 7 58 A A

(a)Avis. —FEEXT TC AMLERAE 2R 528 00 B 7 B R 4G
W73, 38 2k S B W0 TS A ML AT ok B0 ik HL 2 75 4
G PUE L&A AR S T b
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(b)ICSEARCHER. — /M3 Tt Bk ML=~
T 4 A s R G, B e A3 4] ) o 45
AAE R . B 38 S PR I 18] 0403 1, e Rt A
KA B, LA e % BRER S50 F) i

A 5T 2R LA b 2 Fh oy vk 6 [ 9% L E T TR IR
it 515 SRR AT ARG I, I3 13 4 2 0 T R
(G T BE F7 . R 45 SR EN 5 O T R N F R AT AR S A
TF]  xF R A BRI 2] .

T Avis I 5 T XoF 15 J % ik 2 4 U T 2R AT 4G
W BT HAT I CATAE 55 R B R A X U0 Ak A T /D
S0 P ] AT 45 A0S TR TR v A
(IS TR, T LA 551 3000 3 s 31 v 70 1 A A% SR il e
iR .

ICSEARCHER % T it (£ 53 145 1 SR g iE 4725 () 4
%, B ICSEARCHER #4132 491 5 T 6 ) 5 (R %
B2 ELAT W 3 A AR S, (LR B MM T 5 2R 5 s R 4R
KBRS A, X B e ] BEJC 1k 78 35 BT AT vl REAG KA
s il 18 A RN 25, B — LT RE R P RSB,
LA 0 18 A 5 A Tl ARG

AW ST 5 2 A A RAT AT 45 mT i A A A X A
2 RATAT 55 X 0 4 AT $AA T AR B s e 5 L (R A
S Y T BT B AT 5 A TR E ST A Sk, 2
AT B AT 55 AT B 20458 3R B 1 U I T g
R ARG 0 T 2 56 D03k s J1 A 00 A5
APM-13441 Fl APM-17970 2 /> ¥ i AR H 51, 2% 9
B .

®9 FRAFEMBHRARNLE R

Tl 25 Avis ICSEARCHER ENTE

APM-351 x N N
APM-2147 x v N
APM-8390 x J J
APM-10671 x x N
APM-13441 x v x
APM-16021 N N J
APM-16027 J x N
APM-17709 x N J
APM-17951 x N N
APM-17954 x x N
APM-17970 x x x
APM-18700 x N N
APM-20939 x x N

6 it

Z7E (Y BERSE 2 AR DI RES FA A TR ALK

T R GEAETT RS e v 8 5 5 A4 S 2 4 T
R, (A3 JC ML RT BE A A AT 55 Fh W LA B SR L
PRI, ey 300 0 AL QA% R 28 8 19 722 4 1) LA A
SRIESE DT ] . AT B892 A DR vk 2 AR R 1
TR MELLERA AL B ATy, S B2 A A4S
RAER AR KPS AR 2R . AFTIAR I T —Fh 32
R A T AL R PR A 22 27 vk . R s
SEA TS S IR A W HE SO AL R
AT P I PF i 22 Ve R AT I, PR RS 1 0377 32k A e
BRI SR R A SO TE AL A TR R4 T4 3
{14 58 B I 2R U S A DA 25, DA T % ST ALK
PER A A e BEAT ARSI . AR SCT5 3 A RO I G
B REERR A R GE P i 22 4 AL

S 30k
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